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MARKED- UP COPY 

DESCRIPTION 

CONTENTS DISTRIBUTION SYSTEM, CONTENTS SERVER, 
CONTENTS RECEIVING APPARATUS, CONTENTS DISTRIBUTION 
METHOD, PROGRAM AND STORAGE MEDIA 

This application isaU.S. national phase application 

of PCT International Application PCT/ JP2004 /l 67 65 . 

Technical Field 
[0001] 

The present invention relates to a contents 
distribution system, a contents server, a contents 
receiving apparatus, a contents distribution method, a 
program and a storage media in which the contents with 
the additional information concerning an internal 
attribute of the contents appended are distributed. 

Background Art 
[0002] 

In receiving the contents stored in a contents server 
via a network, a contents receiving apparatus typically 
makes a request to the contents server in accordance with 
a communication protocol such as HTTP to receive the 
contents data. 
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[0003] 

However, when a request is simply issuedby specifying 
the contents only, all the contents are transmitted to 
the contents receiving apparatus upon one request. 
Accordingly, even if there is a restriction on the 
reception buffer for the contents receiving apparatus 
to deal with the communication protocol, only a part of 
the contents can not be received. Also, even if the 
contents receiving apparatus already holds a certain part 
of the contents, the contents from the beginning to the 
last must be required. 
[0004] 

To improve this, some communication protocols 
support a block transfer to allow a certain part of the 
contents to be acquired. For example, in an HTTP, the 
block transfer is implemented by including a Range header 
in an HTTP request message (e.g., refer to Japanese Patent 
Laid-Open No. 2001-101091, or R. Fielding et al . , 
"Hypertext Transfer Protocol-HTTP/1 . 1", RFC2616, the 
entire disclosure of which are incorporated herein by 
reference in its entirety) . 
[0005] 

When the contents are AV contents, the AV contents 
can be transmitted or received in the same way as above. 
Especially in the case of the AV contents, the contents 



receiving apparatus transmits a request while checking 
availability of the reception buffer for storage before 
forwarding the AV contents to an internal decoder. In 
this case, the contents data is transmitted or received, 
employing the block transfer. 
[0006] 

However, in transferring the contents from the 
contents server, the additional information may be 
appended to the transmission data according to a certain 
rule, based on an attribute of each portion of the contents , 
the conventional transfer method employing the block 
transfer has a problem that the contents receiving 
apparatus can not correctly request the data range to 
be received to the contents server. This problem with 
the conventional transfer method employing the block 
transfer will be described below. 
[0007] 

The additional information appended to the 
transmission data by the contents server includes the 
information regarding the degree of importance for the 
portion of the contents, and the information regarding 
encryption. The additional information for the degree 
of importance is employed by a repeater and so on between 
the contents server and the contents receiving apparatus, 
referring to it, to control the transmission so that the 
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contents data having the higher degree of importance may 
be transmitted earlier when there is a high network load, 
for example . The information regarding encryption is the 
information regarding the key, for example. 
[0008] 

The additional information is appended every time 
the corresponding attribute is changed within the 
contents. For example, the additional information 
regarding the degree of importance, the additional 
information is appended again every time the degree of 
importance is changed within the contents. For each 
transfer unit (packet or message) of the communication 
protocol, the additional information is necessarily 
appended after the header of the communication protocol. 
This is made to deal with the situation where the previous 
packet or message is lost on the network. 
[0009] 

Figure 2 (a) shows an example of the HTTP message in 
the case where the contents with the additional 
information appended is further transmitted in accordance 
with the HTTP . The contents are divided into three blocks 
according to the degree of importance in Figure 2(a), 
but transmitted by two HTTP messages as shown in Figures 
2 (b) and 2(c). 
[0010] 
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In the first HTTP message as shown in Figure 2(b), 
the HTTP header is followed by the additional information 
for the contents block 1, the contents block 1, the 
additional information for contents block 2, and a part 
( former half) of the contents block 2 . In the second HTTP 
message as shown in Figure 2 (c) , the HTTP header is firstly 
followed by the additional information for the contents 
block 2. This is due to a rule that the additional 
information is necessarily appended after the HTTP header . 
Further, it is followed by a part (latter half) of the 
contents block 2, the additional information for the 
contents block 3, and the contents block 3. 
[0011] 

Figures 3(a) to 3(d) are examples where the same 
contents of Figure 2 are transmitted by three HTTP messages . 
Three contents blocks are transmitted by three HTTP 
messages as shown in Figures 3(b) to 3(d). 
[0012] 

The data transmitted as a message body (data part) 
of each HTTP message includes the additional information 
and the contents data. Since there is no distinction 
between the additional information and the contents data 
on the HTTP protocol, they are treated as the same data 
impartially , in which the data length (value of 
Content-Length header) included in the HTTP header is 



written as the sum of the length of the additional 
information and the length of the contents data. 
[0013] 

When the contents receiving apparatus acquires a part 
of the contents from the contents server, employing the 
Range header of the HTTP, for example, a problem occurs 
if the additional information exists. The data 
transmitted or received by the HTTP is the contents data 
with the additional information. Accordingly, when the 
contents receiving apparatus acquires a part of the 
contents, it is required to specify the acquired range, 
supposing all the data consisting of the contents data 
and the additional information. 
[0014] 

However, the total number of additional information 
to be transmitted or received may change, depending on 
a way of dividing the contents, as seen from Figures 2 
and 3. The contents receiving apparatus transmits a 
request for contents according to its own division method . 
However, the contents server, which does not know which 
division method is supposed for the contents receiving 
apparatus, can not specify the range of contents to be 
actually received by the contents receiving apparatus. 
[0015] 
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Also, when the contents are AV contents and the 
contents receiving apparatus may reproduce the AV 
contents including the image and the audio, which are 
stored in the contents server, via the network, 
particularly the information concerning the copyright 
management may be appended as the additional inf ormati on . 
That is, information defining that a certain part of the 
AV contents is permitted to be copied, but the other part 
must not be copied. In this case, the part that must not 
be copied is required to be encrypted for transmission 
on the network . Also, when the key is periodically updated 
for encryption, the information concerning the decoding 
may be appended as the additional information. 
[0016] 

When the contents are AV contents, the contents 
receiving apparatus issues a request for acquiring a part 
of the AV contents, while checking the availability of 
the reception buffer . The way of dividing the AV contents 
is decided at the time of issuing the request, depending 
on the availability of the reception buff er . In this case, 
when the additional information such as the information 
concerning the copyright management is appended in the 
middle of the contents, the total data length of the AV 
contents with the additional information appended may 
change, as seen from the HTTP, depending on the way of 
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how the contents receiving apparatus divides the AV 
contents- Accordingly, the contents server can not 
specify the range of AV contents to be actually reproduced 
by the contents receiving apparatus. 
[0017] 

The above-mentioned problem may occur with a DTCP-IP 
{e.g., refer to DTCP Volume 1 Supplement E Mapping DTCP 
to IP (Informational Version) Revision 1.0 November 24, 
2003) , forexample. ■ In the DTCP-IP, a PCP header including 
the copyright information and the key as the additional 
information is defined. The PCP header is appended every 
time the copyright attribute of the contents to be 
transmitted changes. Also, the PCP header is appended 
to the top (directly after the HTTP header) of each HTTP 
response message carrying the contents. 

Disclosure of the present invention 
[0018] 

The present invention has been achieved to solve the 
above-mentioned problem, and it is a purpose of the present 
invention to provide a contents distribution system, a 
contents server, a contents receiving apparatus and a 
contents distribution method in which the contents 
receiving apparatus can surely receive the contents data 
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of a certain receiving range which is supposed by the 

contents server. 

[001Q] 

In order to solve the above problem, the 1 st aspect 
of the present invention is a contents distribution system 
for transmitting and receiving contents and additional 
information in accordance with a communication protocol 
in which one or more pieces of the additional information 
corresponding to an internal attribute of said contents 
are appended to said contents and said contents and said 
additional information are packetized as a data part 
without distinction, said system comprising: 

a contents server having storage means of unit holding 
one or more contents, contents data acquisition moans 
e ^unit receiving a data request including request range 
information of contents out of consideration for the 
additional information, specifying a requested range, 
and extracting data of contents in said requested range 
from said storage mcans unit , and transmitting means 
e- f unit transmitting the extracted data of said contents 
with said additional information appended; and 

a contents receiving apparatus having receiving 
means of unit receiving the data of said contents and said 
additional information that are transmitted from said 
transmitting moano unit , received data decision means 



e^unit deciding a receiving request range of said contents 
out of consideration for said additional information, 
and data request transmitting means of unit transmitting 
said data request including said decided receiving 
request range as said request range information; 

wherein said contents data acquisition moans unit 
specifies said requested range according to said data 
request transmitted by said data request transmitting 
mcano unit . 
[0020] 

_ _j 

The 2 aspect of the present invention is a contents 
server for a contents distribution system for 
transmitting and receiving contents and additional 
information in accordance with a communication protocol 
in which one or more pieces of the additional information 
corresponding to an internal attribute of said contents 
are appended to said contents and said contents and said 
additional information are packetized as a data part 
without distinction, said contents server comprising: 

storage moans of unit holding one or more contents, 
contents data acquisition means of unit receiving a data 
request including request range information of contents 
out of consideration for the additional information, 
specifying a requested range, and extracting the data 
of contents in said requested range from said storage 
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mcano unit , and transmitting means of unit transmitting 
the extracted data of said contents with said additional 
information appended . 
[0021] 

The 3 rd aspect of the present invention is the contents 
server according to the 2 aspect of the present invention, 
wherein said communication protocol is an HTTP, and said 
data request is provided with an extension header for 
writing said request range information of said contents 
out of consideration for said additional information. 
[0022] 

The 4 aspect of the present invention is the contents 
server according to the 2 nd aspect of the present invention, 
wherein said contents are AV contents including any one 
of or any combination of video, image and audio. 
[0023] 

The 5 th aspect of the present invention is the contents 
server according to the 2 nd aspect of the present invention, 
wherein said additional information includes information 
concerning a state of copyright protection of said 
contents . 
[0024] 

^_ \_ 

The 6 aspect of the present invention is the contents 
server according to the 2 nd aspect of the present invention, 
wherein in the case that said contents are encrypted, 
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said additional information includes information for 
decoding said encrypted contents. 
[0025] 

The 7 th aspect of the present invention is a contents 
receiving apparatus in a contents distribution system 
for transmitting and receiving contents and additional 
information in accordance with a communication protocol 
in which one or more pieces of the additional information 
corresponding to an internal attribute of said contents 
are appended to said contents and said contents and said 
additional information are packetized as a data part 
without distinction, said apparatus comprising: 

received data decision means — e- £unit deciding a 
receiving request range of contents out of consideration 
for the additional information, data request transmitting 
means — e ^unit transmitting a data request including 
request range information indicating said decided 
receiving request range, and receiving means — e #unit 
receiving the data of said contents and said additional 
information . 
[0026] 

The 8 aspect of the present invention is the contents 
receiving apparatus according to the 7 th aspect of the 
present invention, wherein said receiving mcans uni t 
stores only the data of said contents in a reception buffer 
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according to the received data of said contents and said 

additional information . 

[0027] 

The 9 th aspect of the present invention is the contents 
receiving apparatus according to the 7 aspect of the 
present invention, wherein said communication protocol 
is an HTTP, and said data request is provided with an 
extension header for writing said request range 
information of said contents out of consideration for 
said additional information. 
[0028] 

The 10 th aspect of the present invention is the 
contents receiving apparatus according to the 7 aspect 
of the present invention, wherein said contents are AV 
contents including any one of or any combination of video, 
image and audio. 
[0029] 

The 11 th aspect of the present invention is the 
contents receiving apparatus according to the 7 th or tho 
-3r0^ aspect of the present invention, wherein said 
additional information includes information concerning 
a state of copyright protection of said contents. 
[0030] 

The 12 th aspect of the present invention is the 
contents receiving apparatus according to the 7 or the 



- 14 - 

iO*** aspect of the present invention, wherein in the case 
that said contents are encrypted, said additional 
information includes information for decoding said 
encrypted contents . 
[0031] 

The 13 th aspect of the present invention is a contents 
distribution method of transmitting and receiving 
contents, employing a contents server in which one or 
more pieces of contents are stored, and a contents 
receiving apparatus receiving said contents from said 
contents server via a network; 

making said contents server perform comprising a step 
of receiving a data request including request range 
information of contents out of consideration for 
additional information, specifying a requested range, 
and extracting data of contents in said requested range 
ettt — — storage means , and a step of transmitting the 
extracted data of said contents with said additional 
information appended; and 

making said contents receiving apparatus perform 
having a step of deciding a receiving request range of 
said contents out of consideration for said additional 
information, a step of transmitting said data request 
including said decided receiving request range as said 
request range information, and a step of receiving the 
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data of said data of contents and said additional 
information that are transmitted from by said step of 
transmitting means . 



[0032] 

The 14 th aspect of the present invention is a storage 
media usable on a computer, wherein the storage media 
is storing a program for the contents distribution system 
according to the 1 st aspect of the present invention, 
wherein said program enables a computer to implement, 
for said contents server, storage means of unit holding 
one or more contents, contents data acquisition means 
o funit receiving said data request including said request 
range information of said contents out of consideration 
for said additional information, specifying a requested 
range, and extracting said data of contents in said 
requested range from said storage mcans unit , and 
transmitting moans of unit transmitting the extracted data 
of said contents with said additional information 
appended, and to implement, for said contents receiving 
apparatus, receiving means of unit receiving the data of 
said contents and said additional information that are 
transmitted from said transmitting means unit , received 
data decision means of unit deciding a receiving request 
range of said contents out of consideration for said 
additional information, and data request transmitting 



means of unit transmitting said data request including 
said decided receiving request range as said request range 
information . 
[0033] 

The 15 th aspect of the present invention is a storage 
media usable on a computer, wherein the storage media 
is storing a program for the contents server according 
to the 2 aspect of the present invention, wherein said 
program enables a computer to implement, for said contents 
server, storage means of unit holding one or more contents, 
contents data acquisition means of unit receiving said 
data request including said request range information 
of said contents out of consideration for said additional 
information, specif ying a requested range, and extract ing 
said data of contents in said requested range from said 
storage mcans unit , and transmitting means of unit 
transmitting the extracted data of said contents with 
said additional information appended. 
[0034] 

The 16 aspect of the present invention is a storage 
media usable on a computer, wherein the storage media 
is storing a program for the contents receiving apparatus 
according to the 7 aspect of the present invention, 
wherein said program enables a computer to implement, 
for said contents receiving apparatus, received data 
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decision means of unit deciding said receiving request 
range of contents out of consideration for said additional 
information, data request transmitting means of unit 
transmitting said data request including said request 
range information indicating said decided receiving 
request range, and receiving means of unit receiving data 
of said contents and said additional information, 
[0035] 

The 17 4 ** * aspect of the present invention is storage 

media storing the program according to any of the — 3r4-^ 
to the 16 aspects of the present invention, wherein said 
storage media is usable on the — computer . 
[0036] 

A contents distribution system, a contents server, 
a contents receiving apparatus , a contents distribution 
method, program and storage media in which the contents 
receiving apparatus can surely receive the contents data 
of a certain receiving range which is supposed by the 
contents server can be provided by the present invention. 

Brief Description of the Drawings 
[0037] 

Figure 1(a) is a sequence chart between a contents 
server and a contents receiving apparatus in a contents 
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transmitting and receiving system according to an 
embodiment 1 of the present invention; 

Figure 1 (b) is a diagram showing the substance of 
HTTP message in the contents transmitting and receiving 
system according to the embodiment 1 of the present 
invention; 

Figure 1 (c) is a diagram showing the substance of 
HTTP message in the contents transmitting and receiving 
system according to the embodiment 1 of the present 
invention; 

Figure 1 (d) is a diagram showing the substance of 
HTTP message in the contents transmitting and receiving 
system according to the embodiment 1 of the present 
invention; 

Figure 1 (e) is a diagram showing the substance of 
HTTP message in the contents transmitting and receiving 
system according to the embodiment 1 of the present 
invention; 

Figure 1(f) is a diagram showing the format of HTTP 
message in the contents transmitting and receiving system 
according to the embodiment 1 of the present invention; 

Figure 1(g) is a diagram showing the format of HTTP 
message in the contents transmitting and receiving system 
according to the embodiment 1 of the present invention; 



Figure 2(a) is a diagram showing the format of HTTP 
message in dividing and transmitting the contents data; 

Figure 2 (b) is a diagram showing the format of HTTP 
message in dividing and transmitting the contents data; 

Figure 2(c) is a diagram showing the format of HTTP 
message in dividing and transmitting the contents data; 

Figure 3(a) is a diagram showing the format of HTTP 
message in dividing and transmitting the contents data; 

Figure 3(b) is a diagram showing the format of HTTP 
message in dividing and transmitting the contents data; 

Figure 3(c) is a diagram showing the format of HTTP 
message in dividing and transmitting the contents data; 

Figure 3(d) is a diagram showing the format of HTTP 
message in dividing and transmitting the contents data; 

Figure 4 is a diagram showing the configuration of 
a network for a contents distribution system according 
to the embodiment 1 of the present invention; 

Figure 5 is a diagram showing the format of the 
contents as explained in the embodiment 1 of the present 
invention; 

Figure 6 is a diagram showing an attribute table of 
the contents as explained in the embodiment 1 of the present 
invention ; 
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Figure 7 is a block diagram showing the configuration 
of a contents server according to the embodiment 1 of 
the present invention; 

Figure 8 is a flowchart showing the operation of the 
contents server according to the embodiment 1 of the 
present invention; 

Figure 9 is a block diagram showing the configuration 
of a contents receiving apparatus according to the 
embodiment 1 of the present invention; 

Figure 10 is a flowchart showing the operation of 
a contents receiving apparatus according to the 
embodiment 1 of the present invention; 

Figure 11 is a diagram showing the configuration of 
a network for a contents distribution system according 
to an embodiment 2 of the present inventions- 
Figure 12(a) is a seguence chart describing a 
procedure for transmitting and receiving the contents 
between AV server and AV contents reproducing apparatus 
in a contents transmitting and receiving system according 
to an embodiment 2 of the present inventions- 
Figure 12 (b) is a diagram showing the substance of 
HTTP message in the contents transmitting and receiving 
system according to the embodiment 2 of the present 
invention; 
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Figure 12(c) is a diagram showing the substance of 
HTTP message in the contents transmitting and receiving 
system according to the embodiment 2 of the present 
invention; 

Figure 12 (d) is a diagram showing the substance of 
HTTP message in the contents transmitting and receiving 
system according to the embodiment 2 of the present 
invention; 

Figure 12(e) is a diagram showing the substance of 
HTTP message in the contents transmitting and receiving 
system according to the embodiment 2 of the present 
inventions- 
Figure 12 (f ) is a diagram showing the format of HTTP 
message in the contents transmitting and receiving system 
according to the embodiment 2 of the present invention; 

Figure 12 (g) is a diagram showing the format of HTTP 
message in the contents transmitting and receiving system 
according to the embodiment 2 of the present inventions- 
Figure 13 isa block diagram showing the configuration 
of an AV server according to the embodiment 2 of the present 
invention; 

Figure 14 is a block diagram showing the configuration 
of an AV contents reproducing apparatus according to the 
embodiment 2 of the present invention; 
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Figure 15 is a diagram showing the format of the AV 
contents as explained in the embodiment 2 of the present 
invention ; 

Figure 16 is a diagram showing an attribute table 
of the AV contents as explained in the embodiment 2 of 
the present invention; 

Figure 17 is a flowchart showing the operation of 
the AV server according to the embodiment 2 of the present 
invention; and 

Figure 18 is a flowchart showing the operation of 
the AV contents reproducing apparatus according to the 
embodiment 2 of the present invention. 

[Description of Symbols] 
[0038] 

1 contents server 

101 storage mcQno unit 

102 data request receiving mcanG unit 

103 contents data acquisition mcano unit 

104 transmit data organization mcano unit 

105 transmitting mcano unit 

106 attribute table holding transmitting mcano unit 

2 contents receiving apparatus 

201 user input mcano unit 

202 received data decision mcano unit 
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203 data request transmitting moano unit 

204 receiving mcano unit 

205 reception buffer 

206 contents processing mcano unit 

207 attribute table holding receiving mcano unit 
3 network 

13 AV server 

1301 reproduction start request receiving mcano unit 

1302 AV contents data acquisition mcano unit 

1303 encryption mcano unit 

1304 encryption key generation mcano unit 

14 AV contents reproducing apparatus 

1401 reproduction start request transmitting mcano unit 

14 02 reproducing mcano unit 

14 03 decoding mcano unit 

1404 decoding key generation mcano unit 

Best Mode for Carrying Out the present invention 
[0039] 

The preferred embodiments of the present invention 
will be described below with reference to the drawings. 
[0040] 

(Embodiment 1) 



- 24 - 

Figure 4 is a diagram showing the configuration of 
a contents distribution system according to an embodiment 
1 of the present invention . 
[0041] 

A contents server 1 transmits the contents stored 
in storage mcans unit 101 onto a network 3, upon a request 
from a contents receiving apparatus 2. The contents 
receiving apparatus 2 receives the contents from the 
contents server 1, and performs the processing in 
accordance with the substance of the contents. Examples 
of the contents include the text, video, image, audio 
and execution file or the like. 
[0042] 

Firstofall, a protocol control method of designating 
a received data range from the contents receiving 
apparatus 2 to the contents server 1 in the contents 
distribution system of the embodiment 1 will be described 
below . 
[0043] 

Figure 1(a) is a sequence chart describing the 
transmission and reception between the contents server 
1 and the contents receiving apparatus 2. In this 
embodiment 1, an HTTP is employed for the transmission 
and reception. Figures 1(b) to 1(e) show the substance 
of HTTP message, and Figures 1 ( f ) and 1 (g) show the format 
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of HTTP message . The transmission and reception protocol 
does not matter in the present invention. Figure 1 is 
an example in which an execution file hoge . exe as the 
contents stored in the storage mcano unit 101 of the 
contents server 1 is divided and received from the 
beginning of the contents by the contents receiving 
apparatus 2 . 
[0044] 

The format of hoge. exe is shown in Figure 5. The 
total size of hoge . exe is 50000 bytes, and hoge . exe is 
composed of several blocks with different degree of 
importance. The first block is 300 bytes, and the second 
block is 8000 bytes . The division of blocks by the degree 
of importance is only illustrative. The division of 
blocks may be made according to other attribute, or no 
division of blocks (all the contents are one block) may 
be made . Also, the total size or block size does not matter . 
The storage mcans uni t 101 as shown in Figure 4 is suitably 
a non-volatile storage media such as a hard disk, but 
may be a volatile storage media. 
[0045] 

In Figure 1(a), the contents receiving apparatus 2 
firstly requests an attribute table corresponding to the 
contents to be acquired, and acquires the attribute table 
from the contents server 1. The attribute table 
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represents how the attribute (internal attribute) of the 
contents is changed inside the contents. Since the 
additional information is appended at the turning point 
of attribute in transmitting the contents, this table 
is needed. 
[0046] 

An example of the attribute table of hoge . exe is shown 
in Figure 6. Offset indicates the byte length from the 
beginning of the contents. From this table, it will be 
found that the degree of importance from byte 0 th to byte 
2999 th is 6, the degree of importance from byte 3000 th to 
byte 10999 is 1, and the degree of importance from byte 
11000 th is changed to 3. To acquire the attribute table, 
the HTTP, or other communication protocols may be 
employed . 
[0047]" 

As shown in Figure 1 (a) , the contents receiving 
apparatus 2 transmits a message 1 of a data request to 
the contents server 1 after acquiring the attribute table. 
As shown in Figure 1 (b) , the message 1 includes a Range 
header, requesting bytes 0 th to 5999 th of hoge . exe to be 
transmitted. Also, the message 1 includes an 
X-Real-Range extension header having "0-5959" that is 
the data range information. This indicates that bytes 
0 th to 5959 th of the contents data without additional 
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information are requested. The length of additional 
information used in the contents distribution system of 
this embodiment 1 is 20 bytes. 
[0048] 

The X-Real-Range extension header is one example of 
the request range information of the present invention, 
and the messages 1 and 2 are examples of the data request 
including the request range information of the present 
invention . 
[0049] 

If the contents server 1 receives this message 1, 
. it transmits the message 2 . As shown in Figure 1(c), the 
message 2 includes a Content-Range header, indicating 
bytes 0 to 5999 to be transmitted. The transmission 
range of contents data without additional information 

^ l_ "L_ 

is from byte 0 to byte 5959 . Further, two pieces of 
additional information are added to it, so that the 
contents data from byte 0 th to byte 5999 th is transmitted 
(see Figure 1(f)). The contents receiving apparatus 2 
makes a predetermined processing for the received message 
2, extracts byte 0 th to byte 5959 th out of the contents 
data included in the received data, and processes the 
contents . 
[0050] 
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As shown in Figures 1(d) and 1(e) respecting, the 
messages 3 and 4 are likewise treated. However, a message 
4 has only one additional information appended, because 
the attribute of contents is not changed in the middle 
of the HTTP message (see Figure 1 (g) ) . In the following, 
the transmission and reception of the above messages are 
repeated, until the last of contents is reached, or 
receiving of the contents is stopped by the user of the 
contents receiving apparatus 2. 
[0051] 

The configuration and operation of the contents 
server 1 in the contents distribution system of this 
embodiment 1 will be described below. 
[0052] 

Figure 7 is a block diagram showing the configuration 
of the contents server 1 according to the embodiment 1. 
In Figure 7, one or more contents are stored in the storage 
mcans unit 101. Data request receiving mcano unit 102 
receives a data request from the contents receiving 
apparatus 2 via a network 3. The data request includes 
a contents identifier that is the information identifying 
the contents and the data range information that is the 
information indicating which range of the contents 
identified by the contents identifier is to be 
transmitted . 
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[0053] 

Contents data acquisition mcano unit 103 extracts the 
contents data of the range to transmit from the storage 
mcQno unit 101 according to the data range information 
included in the data request received by the data request 
receiving mcano unit 102 and passes it to transmission 
data organization mcano unit 104. 
[0054] 

The transmission data organization mcano unit 104 
organizes the transmission data by appending the 
additional information needed to transmit the contents 
data to the contents data of the passed range. What 
additional information is needed is confirmed by 
inquiring the attribute table holding transmitting 
mcano unit 106. The attribute table holding transmitting 
mcano unit 106 holds the attribute table for every 
contents . 
[0055] 

And the transmitting mcano unit 105 transmits the 
transmission data passed from the transmission data 
organization mcano unit 104 via the network 3 to the 
contents receiving apparatus 2 in accordance with the 
HTTP. 
[0056] 
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Also, the attribute table holding transmitting 
mcano uni t 106 receives an attribute table request from 
the contents receiving apparatus 2 via the network 3 and 
transmits the corresponding attribute table via the 
transmitting mcano unit 105 to the contents receiving 
apparatus 2 - 
[0057] 

Figure 8 is a flowchart showing the operation of the 
contents server 1 according to the embodiment 1. 
Referring to Figures 7 and 8, the operation of the contents 
server 1 in the sequence as explained in connection with 
Figure 1(a) will be described below. 
[0058] 

If the attribute table holding transmitting 
mcano unit 106 receives an attribute table request 
including the contents identifier of the contents to be 
acquired from the contents receiving apparatus 2 (step 
1), the attribute table corresponding to the contents 
is transmitted via the transmitting mcano unit 105 to the 
contents receiving apparatus 2 (step 2). 
[005Q] 

If the data request receiving mcano unit 102 receives 
an HTTP message (including a GET method; message 1 of 
Figure 1 (b) , message 3 of Figure 1 (d) ) that is a data 
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request (step 3), this HTTP message is passed to the 

contents data acquisition mcano unit 103. 

[0060] 

The contents data acquisition mcano unit 103 extracts 
a URI (/hoge.exe in the embodiment 1) of the contents 
identifier from the received HTTP message, and extracts 
the data range information from the X-Real-Range 
extension header. The contents data acquisition 
mcano unit 103 acquires the contents data in a range 
indicated by the data range information from the contents 
stored in the storage mcano unit 101 indicated by the 
contents identifier (step 4). The contents data 
acquisition mcano unit 103 passes the acquired contents 
data to the transmission data organization mcano unit 104, 
together with the extracted contents identifier and data 
range . 
[0061] 

The transmission data organization mcano unit 104 
refers to the attribute table corresponding to the 
contents identifier included in the attribute table 
holding transmitting mcano unit 106 . It is confirmed what 
the attribute in the requested data range is and the range 
where the attribute is the same from the start point of 
its data range is confirmed . For example, for the message 
1 of Figure 1 (b) , it is confirmed that the degree of 
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importance is 6 and the attribute is the same from byte 

0 th to byte 2999 th (step 5) . 

[0062] 

Then, the transmission data organization mcano unit 
104 appends the additional information to the top of 
contents data in the range where the attribute is the 
same (step 6) . The additional information includes the 
information regarding the degree of importance. If the 
data to be transmitted does not reach the last of the 
requested data range (step 7), the procedure returns to 
step 5 . Taking the message 1 of Figure 1 (b) as an example, 
it is confirmed that the degree of importance is 1 from 
byte 3000 th to byte 5959 th at the end of the data range, 
and the additional information is appended between byte 
2999 th and byte 3000 th of the contents data. 
[0063] 

If the last of data range is reached at step 7, the 
transmission data organization mcano unit 104 transmits 
the transmission data in which the additional information 
is appended to the contents data to the transmitting 
mcano unit 105, which then transmits this transmission 
data in accordance with the HTTP (step 8) . At this time, 
the data range where the additional information is 
appended is written into the Content-Range header of the 
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HTTP message. And after the transmission data is 
transmitted, the procedure returns to step 3. 
[0064] 

If a new attribute table request is received from 
the contents receiving apparatus 2 (step 9) while the 
data request is not received at step 3, the procedure 
returns to step 2, where the corresponding attribute table 
is transmitted. If an improper message is received ( step 
10) , an error response is transmitted (step 11) , and then 
the procedure returns to step 1. If the time out takes 
place (step 12) because a predetermined time has elapsed 
while neither data request nor attribute table request 
are received, the procedure returns to step 1 . 
[0065] 

The configuration and operation of the contents 
receiving apparatus 2 in the contents distribution system 
of this embodiment 1 will be described below. 
[0066] 

Figure 9 is a block diagram showing the configuration 
of the contents receiving apparatus 2 according to the 
embodiment 1 . 
[0067] 

User input mcano unit 201 accepts the inputs from the 
user, including a contents identifier (name) that is the 
information for identifying the contents to be received 
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from the contents server 1 . Specifically, the user input 
mcano unit 201 accepts the contents identifier and the 
range of data to be acquired (e.g. , byte 10 th and beyond) . 
The user input mcano unit 201 may accept only the contents 
identifier . Input means unit of the information accepted 
by the user input mcano unit 201 may be a ten-key pad, 
a keyboard, a mouse or a remote controller for operating 
on the menu screen or the like. The user input mcano unit 
201 may be implemented by a device driver for the input 
mcano unit such as ten-key pad or keyboard, or the control 
software for the menu screen. 
[0068] 

Received data decision mcano unit 202 decides the data 
range to be requested by receiving a notification from 
the user input mcano unit 201, a result of inquiry as to 
the space capacity of a reception buffer 205, and a 
notification from the receiving mcano unit 204 or the like . 
The data range information may be decided, based on the 
information accepted by the user input mcano unit 201, 
the result of inquiry as to the space capacity of the 
reception buffer 205 and the notification from the 
receiving mcano unit 204 or the like. 
[0069] 

The data request transmitting mcano unit 203 
generates a data request including the contents 
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identifier and data range information of the contents 
that are requested to receive, and transmits it via the 
network 3 to the contents server 1. At this time, the 
data request including the request range in which the 
additional information is appended to the data range 
information, as well as the data range information deci ded 
by the received data decision mcano unit 2 02 , is generated 
by referring to the attribute table holding receiving 
mcano unit 207. In the message 1 of Figure 1(b) or the 
message 3 of Figure 1 (d) , the data range information is 
written into the X-Real-Range extension header, and the 
range including the additional information is written 
into the Range header . 
[0070] 

The receiving mcano unit 204 receives the contents 
data with the additional information appended from the 
network 3 , passes the contents data to the reception buffer 
205, and notifies the length of received contents data 
or the end point of received contents data to the received 
data decision mcano unit 2 02 . The receiving mcano unit 2 04 
analyzes the additional information before or after 
transmitting the contents data to the reception buffer 
205, and performs an appropriate processing, if necessary. 
For example, if it is found that the contents data are 
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encrypted from the additional information, a decoding 
process is performed. 
[0071] 

Contents processing mcano unit 206 sequentially reads 
the contents data from the reception buffer 205, and 
performs the necessary processing. For example, it is 
to display data on the screen or to make certain computation . 
The contents processing mcano unit 206 may or may not 
comprises an output device such as a display or a speaker. 
The contents processing mcano unit 206 may be implemented 
by the driver software of the output device and the 
processing software, or the driver software of the output 
device and application programs on the output device and 
the processing software or the MPU . 
[0072] 

Attribute table holding receiving mcano unit 207 
transmits an attribute table request requesting the 
attribute table required for receiving the contents via 
the network 3 to the contents server 1 . And as its response, 
the attribute table is received via the receiving 
mcano unit 204 from the contents server 1 and held. Also, 
the attribute table is referred to from the data request 
transmitting mcano unit 203. 
[0073] 
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Figure 10 is a flowchart showing the operation of 
the contents receiving apparatus 2 according to the 
embodiment 1 . Referring to Figures 9 and 10, the operation 
of the contents receiving apparatus 2 in the sequence 
as explained in connection with Figure 1 (a) will be 
described below. 
[0074] 

If the user input mcano unit 201 receives a receive 
start request of the contents in the contents server 1 
(step 1), it notifies the requested contents identifier 
(/hoge.exe in the embodiment 1) to the received data 
decision mcano unit 202 and the attribute table holding 
receiving mcano unit 207. At this time, when the range 
of contents to be received is inputted into the user input 
mcano unit 201, its data range is also notified to the 
received data decision mcano unit 202. 
[0075] 

The attribute table holding receiving mcano unit 207 
judges whether or not the attribute table of the contents 
corresponding to the contents identifier notified from 
the user input mcano unit 201 is held (step 2) . If not, 
the attribute table request is transmitted via the network 
3 to the contents server 1 (step 3) . 
[0076] 
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And if the receiving mcano unit 204 receives the 
attribute table (step 4), the received attribute table 
is passed to the attribute table holding receiving 
mcano unit 207. The attribute table holding receiving 
mcano unit 207, to which the attribute table is passed, 
saves the attribute table associated with the 
corresponding contents identifier, and notifies the 
received data decision mcano unit 202. 
[0077] 

The received data decision mcano unit 202 decides the 
request data range to be transmitted to the contents server 
1 from the range of data to be received that the user 
inputs into the user input mcano unit 201 and the space 
capacity of the reception buffer 205 (step 5). And 
together with the contents identifier the data range 
information indicating the decided data range are 
notified to the data request transmitting mcano unit 203 . 
[0078] 

The data request transmitting mcano unit 203 
generates a data request (message 1 of Figure 1 (b) , message 
3 of Figure 1 (d) ) including the request range which 
considers the additional information obtained with the 
received contents data by referring to the contents 
identifier and data range information notified from the 
received data decision mcano unit 202 and the attribute 
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table holding receiving mcans unit 207, and transmits it 

to the contents server 1 (step 6) . 

[0079] 

If the receiving moano unit 204 receives the contents 
data (message 2 as shown in Figures 1(c) and 1(f), message 
4 as shown in Figures 1 (e) and 1 (g) ) with the additional 
information corresponding to the transmitted data request 
appended ( step 7 ) , the additional information is analyzed 
(step 8) . If the additional information consists of only 
the information regarding the degree of importance, the 
contents receiving apparatus 2 does not need to perform 
the processing for the additional information, whereby 
the receiving mcans unit 204 removes the additional 
information and stores the contents data in the reception 
buffer 205 . This contents data is sequentially read into 
the contents processing mcano unit 206 and processed ( step 

9) . 

[0080] 

If the receiving moano unit 204 does not finish to 
analyze all the additional information (i.e., there is 
any contents data read into the contents processing 
mcans unit 206) (step 10) , the processing following step 
8 is repeated. 
[0081] 
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If all the contents corresponding to the contents 
identifier inputted into the user input moanG unit 201 
(and its data range if inputted) are received, or the 
user instructs the user input mcano . unit 201 to stop (step 
11), the procedure returns to the beginning (step 1). 
[0082] 

If the attribute table corresponding to the contents 
is already held in the attribute table holding receiving 
mcano unit 207 due to the previous communication or the 
like at step 2, the attribute table is not replaced, and 
the procedure goes to step 5. In this case, however, the 
attribute table may be replaced. 
[0083] 

At step 4 or step 7, if the time out takes place while 
any data is not received, or an error response is received 
from the contents server 1 (steps 12, 13), an error process 
is performed (step 14) , and the procedure returns to the 
beginning (step 1) . 
[0084] 

In the contents distribution systemof the embodiment 
1, the contents server 1 can specify the range of contents 
except for the additional information to be actually 
transmitted. Since the contents receiving apparatus 2 
can designate the range of contents data except for the 
additional information to be actually transmitted, 



- 41 - 

without regard to a way of dividing the contents data, 
the contents server 1 knows the range of contents to be 
transmitted, even without knowing the way of dividing 
and receiving the content data supposed for the contents 
receiving apparatus 2. 
[0085] 

The contents receiving apparatus 2 can designate 
correctly the receive start position of contents data 
to the contents server 1, even when it desires to receive 
the data from halfway of the contents. Therefore, the 
contents receiving apparatus 2 can receive the data from 
halfway of the contents. 
[0086] 

In the contents distribution systemof the embodiment 
1, the effects of the contents server 1 can be achieved 
in accordance with the HTTP that is the standard protocol . 
[0087] 

The contents of the execution file hoge . exe as cited 
in the embodiment 1 is illustrative. It goes without 
saying that that other contents, for example, AV contents 
including the video, the image and/or the audio or other 
formats, may be also employed. 
[0088] 

Also, in the embodiment 1, a repeater, for example, 
may be interposed between the contents server 1 and the 
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contents receiving apparatus 2, in which a data request 
is transmitted from the contents receiving apparatus 2 
to the repeater, and the repeater gains access to the 
contents server 1, acquires the contents, and transmit 
the contents to the contents receiving apparatus 2 - That 
is, it is not necessary that the contents server 1 and 
the contents receiving apparatus 2 transmits or receives 
the data directly via the network. 
[0089] 

Though in the contents distribution system of the 
embodiment 1, the contents receiving apparatus 2 receives 
in advance the attribute table via the network 3 from 
the contents server 1 before receiving the contents data, 
the contents receiving apparatus 2 may acquire and hold 
the attribute table in another way. For example, the 
attribute table may be acquired via the network from a 
server different from the contents server 1, or the 
attribute table stored in the storage media or the like 
may be read beforehand and held without the network. 
[0090] 

(Embodiment 2) 

Figure 11 is a diagram showing the configuration of 
a contents distribution system according to an embodiment 
2 of the present invention. In the embodiment 2, the same 
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or like parts are designated by the same numerals as in 

the embodiment 1, and not described here. 

[0091] 

First of all, a protocol control method of de si gnat ing 
a reproduction data range from an AV contents reproducing 
apparatus 14 to an AV server 13 in the contents distribution 
system of the embodiment 2 will be described below. 
[0092] 

The AV server 13 transmits the AV contents including 
the video, the image and/or the audio stored in storage 
mcano unit 101 to the network 3, upon a reproduction request 
from the AV contents reproducing apparatus 14. The AV 
contents reproducing apparatus 14 receives the AV 
contents from the AV server 13, and performs the 
reproduction in reproducing mcano unit 14 02. Examples of 
the AV contents include the MPEG video, AC3 audio and 
JPEG image or the like . The AV server 13 and the AV contents 
reproducing apparatus 14 are examples of the contents 
server and the contents reproducing apparatus of the 
present invention, respectively . 
[0093] 

Figure 12(a) is a sequence chart describing the 
transmission and reception between the AV server 13 and 
the AV contents reproducing apparatus 14. In this 
embodiment 2, an HTTP is employed for transmission and 
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reception. Figures 12 (b) to 12 (e) show the substance of 
HTTP message, and Figures 12 (f ) and 12 (g) show the format 
of HTTP message . The transmission and reception protocol 
does not matter in this embodiment 2. Figures 12(a) to 
12 (g) are examples in which the AV contents reproducing 
apparatus 14 reproduces the AV contents hogehoge . mpg 
stored in the storage moano unit 101 of the AV server 13 
from the beginning of the AV contents via the network. 
Herein, hogehoge. mpg is an MPEG video file. 
[0094] 

The format of hogehoge. mpg is shown in Figure 15. 
The total size of hogehoge. mpg is 4000000000 bytes, and 
hogehoge .mpg is composed of several blocks with different 
attribute concerning copyright protection. The first 
block is 100000 bytes, and the second block is 80000 bytes . 
The division of blocks by the copyright protection 
attribute is only illustrative. The division of blocks 
may be made according to other attribute, or no division 
of blocks (all the contents are one block) may be made 
for the AV contents. Also, the total size or block size 
does not matter. The storage moano unit 101 as shown in 
Figure 11 is suitably a non-volatile storage media such 
as a hard disk, but may be a volatile storage media. 
[0095] 



In Figure 12(a), the AV contents reproducing 
apparatus 14 firstly requests an attribute table 
concerning to the AV contents to be acquired, and acquires 
the attribute table from the AV server 13 . The attribute 
table represents how the copyright protection attribute 

(internal attribute) of the AV contents is changed inside 
the AV contents. Since the additional information is 
appended at the turning point of copyright protection 
attribute in transmitting the AV contents, this table 
is needed. 

[0096] 

An example of the attribute table of hogehoge.mpg 
is shown in Figure 16. Offset indicates the byte length 
from the beginning of the AV contents. From this table, 
it will be found that the attribute is changed such that 
the copyright protection is required from byte 0 th to byte 
9999 9 , the copyright is free and encryption on the network 
3 is unnecessary from byte 100000 th to byte 179999 th , and 
the copyright is free and encryption on the network 3 
is necessary from byte 180000 th . To acquire the attribute 
table, the HTTP, or other communication protocols may 
be employed - 
[0097] 

As shown in Figure 12 (a) , the AV contents reproducing 
apparatus 14 transmits a message 1 that, is a reproduction 
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start request to the AV server 13 after acquiring the 
attribute table. As shown in Figure 12(b), the message 
1 includes a Range header, requesting bytes 0 th to 80009 th 
of hogehoge.mpg to be transmitted. Also, the message 1 
includes an X-Real-Range extension header having 
"0-79999" of the reproduction range information. This 
indicates that bytes 0 th to 79999 th of the AV contents data 
without additional information are requested. The 
length of additional information used in the AV contents 
transmitting and receiving system of this embodiment 2 
is 10 bytes. 
[0098] 

The X-Real-Range extension header is one example of 
the request range information of the present invention, 
and the messages 1 and 2 are examples of the data request 
including the request range information of the present 
invention . 
[0099] 

If the AV server 13 receives this message 1, it 
transmits the message 2. As shown in Figure 12(c), the 
message 2 includes a Content-Range header, indicating 
bytes 0 th to 80009 th to be transmitted. The transmission 
range of AV contents data without additional information 
is from byte 0 th to byte 79999 th . Further, one additional 
information is added to it, so that the contents data 
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from byte 0 th to byte 80009 th is transmitted (see Figure 
12(f) ) . The AV contents reproducing apparatus 14 makes 
a predetermined processing for the received message 2, 
extracts byte 0 th to byte 79999 th of the AV contents data 
out of the received data, and processes the AV contents. 
[0100] . 

As shown in Figures 12(d) and 12(e), the messages 
3 and 4 are likewise treated. However, a message 4 has 
two pieces additional information appended, because the 
attribute of AV contents is changed in the middle of the 
HTTP message (see Figure 12(g)). As shown in Figures 12(c) 
and 12 (e) respectively, its matters are reflected to the 
Range header of the message 3 and the Content-Range header 
of the message 4 . In the following, the transmission and 
reception of the messages are repeated, until the last 
of AV contents is reached, or reproduction is stopped 
by the user of the AV contents reproducing apparatus 14 . 
[0101] 

The configuration and operation of the AV server 13 
in the contents distribution system of this embodiment 
2 will be described below. 
[0102] 

Figure 13 is a block diagram showing the configuration 
of the AV server 13 according to the embodiment 2. In 
Figure 13, one or more AV contents including the image 
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or the audio, or both, are stored in the storage mcano unit 
101. Reproduction start request receiving mcano uni t 
1301 receives a reproduction start request from the AV 
contents reproducing apparatus 14 via the network 3 . The 
reproduction start request includes an AV contents 
identifier that is the information identifying the AV 
contents and the reproduction range information that is 
the information indicating which range of the AV contents 
identified by the AV contents identifier is to be 
transmitted . 
[0103] 

AV contents data acquisition mcano unit 1302 extracts 
the AV contents data of the range to transmit from the 
storage mcano unit 101 according to the data range 
information included in the reproduction start request 
received by the reproduction start request receiving 
mcano unit 1301 from the storage mcano unit 101 and passes 
it to transmission data organization mcano unit 104 . 
[0104] 

The encryption mcano unit 1303 encrypts the AV 
contents data inputted from the transmission data 
organization mcano unit 104 and passes it to the 
transmitting mcano unit 105. 
[0105] 
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An encryption key is generated by encryption key 
generation mcano unit 1304. A method of notifying the 
information in accordance with a prescribed procedure 
is decided between the AV server 13 and the AV contents 
reproducing apparatus 14, in which the decoding 
information according to the method is added to the 
additional information generated by the transmission data 
organization mcano unit 104 . The key itself is passed to 
encryption mcano unit 1303, and employed to encrypt the 
AV contents data. In the embodiment 2, the key is changed 
every time the copyright attribute of the AV contents 
is changed. The encryption key and the decoding key may 
or may not be the same (common key) . 
[0106] 

Though the transmission data organization mcano unit 
104, the transmitting mcano unit 105 and the attribute 
table holding transmitting mcano unit 106 have the same 
functions as explained in the embodiment 1, the contents 
to be treated are the AV contents in the embodiment 2. 
Also, in the embodiment 2, the items of additional 
information are the state of copyright protection and 
the information for decoding . 
[0107] 

Figure 17 is a flowchart showing the operation of 
the AV server 13 according to the embodiment 2 . Referring 
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to Figures 13 and 17, the operation of the AV server 13 
in the sequence as explained in connection with Figure 
12 will be described below. 
[0108] 

If the attribute table holding transmitting 
mcano unit 106 receives an attribute table request 
including the AV contents identifier of the AV contents 
to be acquired from the AV contents reproducing apparatus 
14 (step 1), an attribute table corresponding to the AV 
contents is transmitted via the transmitting mcano unit 
105 to the AV contents reproducing apparatus 14 (step 
2) . 

[0109] 

If the reproduction start request receiving 
mcano unit 1301 receives an HTTP message (including a GET 
method; message 1 of Figure 12(b), message 3 of Figure 
12(d)) that is a reproduction start request (step 3), 
this HTTP message is passed to the AV contents data 
acquisition mcano unit 1302. 
[0110] 

The AV contents data acquisition mcano unit 1302 
extracts a URI ( /hogehoge .mpg in the embodiment 2) of 
AV contents identifier from the received HTTP message, 
and extracts the reproduction range information from the 
X-Real-Range extension header. The AV contents data 
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acquisition mcano uni t 1302 acquires the AV contents data 
in a range indicated by the reproduction range inf ormat ion 
from the AV contents stored in the storage mcano unit 101 
indicated by the AV contents identifier (step 4) . The 
AV contents data acquisition mcano unit 1302 passes the 
acquired AV contents data to the transmission data 
organization mcano unit 104, together with the extracted 
AV contents identifier and reproduction range, 
[0111] 

The transmission data organization mcano unit 104 
refers to the attribute table corresponding to the AV 
contents identifier included in the attribute table 
holding transmitting mcano unit 10 6 . It is confirmed what 
the attribute in the requested reproduction range is and 
the range where the attribute is the same from the start 
point of its reproduction range is confirmed (step 5) . 
For example, for the message 1 of Figure 12 (b) , it is 
confirmed that there is the same attribute that the 
copyright protection is required over the entire 
reproduction range. For the message 3 of Figure 12(b) , 
there is the same attribute that the copyright protection 
is required in the reproduction range from byte 80000 th 
to byte 99999 th . 
[0112] 
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Then, the transmission data organization mcano unit 
104 determines whether or not the encryption is required 
in transmitting the AV contents data from the copyright 
attribute of the AV contents data to be transmitted (step 
6) , and instructs the encryption key generation mcans unit 
1304 to generate the key and set it to the encryption 
mcans unit 1303, if necessary. The encryption key 
generation mcano unit 1304 generates the key and sets it 
to the encryption mcano unit 1303 (step 7) , and notifies 
the information for decoding to the transmission data 
organization mcano unit 104. 
[0113] 

The transmission data organization mcano unit 104 
generates the additional information including the state 
of copyright protection (copyright protection required 
in this case ) from the attribute table and the information 
for decoding from the encryption key generation mcano unit 
1304 by referring to the attribute table holding 
transmitting mcano unit 106 (step 8) . Also, the 
transmission data organization mcano unit 104 passes the 
AV contents data required to be encrypted to the encryption 
mcano unit 1303, and the encryption mcano unit 1303 
performs an encryption process (step 9). 
[0114] 
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Thereafter, the transmission data organization 
mcano unit 104 firstly forwards the additional information 
to the transmitting mcano unit 105, and then instructs 
the encryption mcano unit 1303 to pass the encrypted AV 
contents data to the transmitting mcano unit 105. 
[0115] 

The transmitting mcano unit 105 transmits firstly the 
HTTP header and then the additional information in 
accordance with the HTTP. Thereafter, it transmits the 
encrypted AV contents data (step 10) . 
[0116] 

At step 6, if the transmission data organization 
mcano unit 104 judges that the AV contents data to be 
transmitted is not required to be encrypted by referring 
to the attribute table holding transmitting mcano unit 
106, the additional information including the state of 
copyright protection (copyright free and encryption 
unnecessary in this case) is generated (step 12) . 
Thereafter, the additional information and the AV 
contents data are passed to the transmitting mcano unit 
105, and then the transmitting mcano unit 105 transmits 
the AV contents data with the additional information 
appended in accordance with the HTTP (step 10). 
[0117] 
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The transmission data organization mcano unit 104 
determines whether or not the last of requested 
reproduction range is reached (step 11). If not, the 
processing following step 5 is performed for the AV 
contents data in the range where data is not transmitted. 
[0118] 

If the last of reproduction range is reached at step 
11, the procedure returns to step 3 to wait for the next 
reproduction start request. 
[0119] 

If a new attribute table request is received from 
the AV contents reproducing apparatus 14 (step 13) while 
the reproduction start request is not received at step 
3, the procedure returns to step 2 , where the corresponding 
attribute table is transmitted. If an improper message 
is received (step 14), an error response is transmitted 
(step 15) , and then the procedure returns to step 1. If 
the time out takes place (step 16) because a predetermined 
time has elapsed while neither reproduction start request 
nor attribute table request are received, the procedure 
returns to step 1. 
[0120] 

The configuration and operation of the AV contents 
reproducing apparatus 14 in the contents distribution 
system of this embodiment 2 will be described below. 
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[0121] 

Figure 14 is a block diagram showing the configuration 
of the AV contents reproducing apparatus 14 according 
to the embodiment 2 . 
[0122] 

The user input moano unit 201 accepts the inputs from 
the user, including an AV content s identifier (name) that 
is the information for identifying the AV contents to 
be reproduced. Specif ically, the user input moano unit 
201 accepts the AV contents identifier and the time 
information for reproduction (e.g., "30 minutes later" ) . 
The user input moano unit 2 01 may accept only the AV contents 
identifier. The input means unit of the information 
accepted by the user input moano unit 201 may be a ten-key 
pad, a keyboard, a mouse or a remote controller for 
operating on the menu screen. The user input moano unit 
201 may be implemented by a device driver for the input 
moano unit such as ten-key pad or keyboard, or the control 
software or the like for the menu screen. 
[0123] 

The received data decision moano unit 202 decides the 
reproduction range to be requested by receiving a 
notification from the user input moano unit 201, a result 
of inquiry as to the space capacity of the reception buffer 
205, and a notification or the like from the receiving 
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mcano unit 204 . The reproduction range information may 
be decided, based on the information accepted by the user 
input mcano unit 201, the result of inquiry as to the space 
capacity of the reception buffer 205 and the notification 
or the like from the receiving mcano unit 204. When the 
reproduction range information is represented in byte 
position, and the time information for reproduction is 
inputted by the user, a conversion expression or a 
conversion table between the time information inputted 
by the user and the byte position on the AV contents is 
prepared . 
[0124] 

Reproduction start request transmitting mcano unit 
1401 generates a reproduction start request including 
the AV contents identifier and reproduction range 
information of the AV contents requested to reproduce, 
and transmits it via the network 3 to the AV server. At 
this time, a reproduction start request including the 
request range which is considered into the additional 
information and the reproduction range information, in 
addition to the reproduction range information decided 
by the received data decision mcano unit 202, is generated 
by referring to the attribute table holding receiving 
mcano unit 207. In the message 1 of Figure 12(b) or the 
message 3 of Figure 12 (d) , the reproduction range 
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information is written into the X-Real-Range extension 
header, and the range including the additional 
information is written into the Range header. 
[0125] 

The receiving mcano uni t 204 receives the AV contents 
data with the additional information appended from the 
network 3, passes the AV contents data to the reception 
buffer 2 05, and notifies the length of received AV contents 
data or the termination point of received AV contents 
data to the received data decision mcano unit 202 . Also, 
the receiving mcano unit 204 judges whether or not the 
AV contents data is encrypted from the additional 
information, and if so, notifies the information for 
decoding to the decoding key generation mcano unit 14 04. 
[0126] 

The reproducing mcano unit 1402 sequentially reads 
and reproduces the AV contents data from the reception 
buffer 205. The reproducing mcano unit 1402 may or may 
not comprise an output device such as a display or a speaker . 
The reproducing mcano unit 14 02 may be implemented by the 
driver software of the output device and the reproduction 
processing software, or the output device, the driver 
software of the output device and the reproduction 
processing software . 
[0127] 
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The attribute table holding receiving moano unit 207 
transmits an attribute table request requesting the 
attribute table required for receiving and reproducing 
the AV contents via the network 3 to the AV server 13. 
And as its response, the attribute table is received via 
the receiving mcano unit 204 from the AV server 13 and 
held. Also, the attribute table is referred to from the 
reproduction start request transmitting mcano unit 1401. 
[0128] 

Decoding mcano unit 1403 receives the encrypted AV 
contents data from the receiving mcano unit 204, and 
decodes and stores it in the reception buffer 205. A 
decoding key is generated by the decoding key generation 
mcano unit 1404, based on the information for decoding 
passed from the receiving mcano unit 204, and set to the 
decoding mcano unit 1403. 
[0129] 

The decoding key generating mcano unit 14 04 generates 
a key in a predetermined way from the information for 
decoding notified from the receiving mcano unit 204, and 
sets it to the decoding mcano unit 1403. A method of 
generating the key is provided as follows. A key for 
encrypting/decoding the key (key encryption key) is 
shared between the AV server 13 and the AV contents 
reproducing apparatus 14, and the additional information 



- 59 - 

includes the decoding key encrypted by the key encryption 
key as the information for decoding. The decoding key 
generation mcano unit 1404 calculates the decoding key 
using the shared key encryption key, 
[0130] 

Figure 18 is a flowchart showing the operation of 
the AV contents reproducing apparatus 14 according to 
the embodiment 2. Referring to Figures 14 and 18, the 
operation of the AV contents reproducing apparatus 14 
in the sequence as explained in connection with Figure 
12(a) will be described below. 
[0131] 

If the user input mcano unit 201 receives a 
reproduction start request of the AV contents in the AV 
server 13 (step 1) , it notifies the requested AV contents 
identifier ( /hogehoge .mpg in the embodiment 2) to the 
received data decision mcano unit 202 and the attribute 
table holding receiving moano unit 207 . At this time, when 
the range of AV contents to be reproduced is inputted 
into the user input mcano unit 201, its reproduction range 
is also notified to the received data decision mcano unit 
202. 
[0132] 

The attribute table holding receiving mcano unit 207 
judges whether or not the attribute table of the AV contents 
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corresponding to the AV contents identifier notified from 
the user input mcano unit 201 is held (step 2) . If not, 
the attribute table request is transmitted via the network 
3 to the AV server 13 (step 3) . 
[0133] 

And if the receiving mcano unit 204 receives the 
attribute table (step 4), the received attribute table 
is passed to the attribute table holding receiving 
mcano unit 207. The attribute table holding receiving 
mcano unit 207, to which the attribute table is passed, 
saves the attribute table associated with the 
corresponding AV contents identifier, and notifies the 
received data decision mcano unit 202. 
[0134] 

The received data decision mcano unit 202 decides the 
reproduction range to be requested for transmission to 
the AV server 13 from the range of AV contents to be 
reproduced that the user inputs into the user input 
mcano unit 201 and the space capacity of the reception 
buffer 205 (step 5) . And together with the AV contents 
identifier the reproduction range information indicating 
the decided reproduction range are notified to the 
reproduction start request transmitting mcano unit 1401. 
[0135] 
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The reproduction start request transmitting 
mcano unit 1401 generates a reproduction start request 
(message 1 of Figure 12(b), message 3 of Figure 12(d)) 
including the request range which contains the additional 
information obtained with the received AV contents data 
by referring to the AV contents identifier and 
reproduction range information notified from the received 
data decision mcano unit 202 and the attribute table 
holding receiving mcano unit 207, and transmits it to the 
AV server 13 (step 6) . 
[0136] 

If the receiving mcano unit 204 receives the AV 
contents data (message 2 as shown in Figures 12 (c) and 
12(f), message 4 as shown in Figures 12(e) and 12(g)) 
with the additional information corresponding to the 
transmitted reproduction start request appended (step 
7) , the additional information is analyzed (step 8) , and 
a judgment is made whether or not the AV contents data 
is encryptedby checking the state of copyright protection 
(step 9) . If so, the receiving mcano unit 204 notifies 
the information for decoding included in the additional 
information to the decoding key generation mcano unit 
1404 . 
[0137] 
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The decoding key generation mcans unit 14 04 generates 
the key from the notified information for decoding, and 
sets it to the decoding mcano unit 1403 (step 10) . 
Thereafter, the decoding key generation mcano unit 1404 
notifies the receiving mcans unit 204 that the key setting 
is completed. 
[0138] 

If the completion of. key setting is notified from 
the decoding key generation mcans unit 1404 , the receiving 
mcans unit 204 passes the received AV contents data to 
the decoding mcans unit 1403. At this time, if the AV 
contents data received at step 7 has plural pieces of 
additional information appended, the receiving mcans unit 
204 passes the AV contents data directly before the next 
additional information to the decoding mcans unit 14 03. 
[0139] 

The decoding mcans unit 1403 decodes the AV contents 
data passed from the receiving mcans unit 204 employing 
the key set by the decoding key generation mcans unit 1404 
(step 11), and stores it in the reception buffer 205. 
The reproducing mcans unit 1402 sequentially takes out 
the decoded AV contents data stored in the reception buffer 
205, and reproduces the AV contents data on the output 
device or the like (step 12). 
[0140] 
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If it is judged that data is not encrypted at step 
9, the receiving mcano unit 204 stores the received AV 
contents data directly in the reception buffer 205, 
whereby the AV contents data is reproduced by the 
reproducing mcano unit 1402 (step 12) . In this case, if 
the AV contents data received at step 7 has plural pieces 
of additional information appended, the receiving 
mcano unit 204 passes the AV contents data directly before 
the next additional information to the decoding mcano unit 
1403. 
[0141] 

If the receiving mcano unit 204 does not finish 
analyzing all the additional information (i.e., there 
is any AV contents data not read into the reproducing 
mcano unit 1402) (step 13) , the processing following step 
8 is repeated . 
[0142] 

If all the AV contents (and its reproduction range, 
if inputted) corresponding to the AV contents identifier 
inputted into the user input moano unit 201 are received, 
or if the user instructs the user input mcano unit 201 
to stop (step 9) , the procedure returns to the beginning 
(step 1). If not, the processing following step 5 is 
repeated . 
[0143] 



- 64 - 

At step 2, if the attribute table corresponding to 
the AV contents is already held in the attribute table 
holding receiving mcans unit 207 due to the previous 
communication, the attribute table is not replaced, and 
the procedure goes to step 5. In this case, however, the 
attribute table may be replaced. 
[0144] 

At step 4 or step 7, if the time out takes place while 
any data is not received, or an error response is received 
from the AV server 13 (steps 15, 16) , an error process 
is performed (step 17) , and the procedure returns to the 
beginning (step 1). 
[0145] 

In the contents distribution system of the embodiment 
2, in addition to the effects of the contents distribution 
system of the embodiment 1, the AV server 13 can designate 
the range of AV contents data except for the additional 
information to be actually transmitted, even if the 
additional information includes the state of copyright 
protection . 
[0146] 

Also, in the contents distribution system of the 
embodiment 2, the AV server 13 can designate the range 
of AV contents data to be actually transmitted except 



- 65 - 

for the additional information, even if the additional 
information includes the information for decoding. 
[01 4 7] 

The AV contents of hogehoge.mpg as employed in the 
embodiment 2 is illustrative, and other AV contents, for 
example, JPEG image, AC 3 audio or other formats, may be 
also employed. Also, the AV contents, as well as other 
contents data than the AV contents, may be employed. 
[01 4 8] 

Also, in the embodiment 2, a repeater, for example, 
may be interposed between the AV server 13 and the AV 
contents reproducing apparatus 14, in which a 
reproduction start request is transmitted from the AV 
contents reproducing apparatus 14 to the repeater, and 
the repeater gains access to the AV server 13, acquires 
the AV contents, and transmit the AV contents to the AV 
contents reproducing apparatus 14. That is, it is not 
required that the AV server 13 and the AV contents 
reproducing apparatus 14 make the transmission or 
reception of data directly via the network. 
[0149] 

Though in the contents distribution system of the 
embodiment 2, the AV contents reproducing apparatus 14 
receives in advance the attribute table via the network 
3 from the AV server 13, before receiving the AV contents 



- 66 - 

data, the AV contents reproducing apparatus 14 may acquire 
and hold the attribute table in another way. For example, 
the attribute table may be acquired via the network from 
a server different from the AV server 13, or the attribute 
table stored in the storage media or the like may be read 
beforehand and held without the network. 
[0150] 

An example of the additional information in the case 
of reproducing the AV contents via the network in this 
embodiment is a PCP header for DTCP-IP (refer to DTCP 
Volume 1 Supplement E Mapping DTCP to IP (Informational 
Version) Revision 1 . 0 November 24 , 2003). The PCP header 
is appended every time the copyright protection 
information of AV contents is changed, and always appended 
between the HTTP header and AV contents data of its message 
body . 
[0151] 

In the case where the AV contents are the video in 
the DVD-VR format, the copyright protection information 
is included (as a part of the AV contents data) at the 
top of each VOBU composing the AV contents. When the AV 
server transmits the AV contents employing the DTCP-IP, 
the AV server appends the PCP header of additional 
information to the AV contents by referring to this 
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copyright information at the top of each VOBU and transmits 

the AV contents data onto the network. 

[0152] 

In such case, the request range from the AV contents 
reproducing apparatus may be restricted to start from 
the top of each VOBU. When there is not such restriction, 
the PCP header is appended after confirming what copyright 
protection information the request range has by going 
back to. the top of VOBU. As a result, the processing load 
of the AV server is increased. 
[0153] 

In the first and second embodiments of the present 
invention, the HTTP request message includes the Range 
header, in addition to the X-Real-Range extension header, 
but may include only the X-Real-Range extension header. 
Employing another header instead of the Content-Range 
header included in the HTTP response message, the data 
range of AV contents except for the additional information 
to be transmitted may be designated. Since in practice 
the contents receiving apparatus ( AV contents reproducing 
apparatus) only knows how the contents are divided, the 
contents server (AV server) simply employs the value of 
received Range header as the value of the Content-Range 
header and such an operation is meaningless. However, 
since the HTTP only supports the block transfer method 
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that employs the Range header and the Content-Range header, 
if this change is made, the operation does not precisely 
comply with the HTTP, and another definition is needed. 
[0154] 

A program of the present invention enables a computer 
to perform the functions of a part or all of the mcano unit 
or devices in the contents distribution system of the 
present invention and is operable in cooperation with 
the computer. 
[0155] 

Also, a storage media of the present invention stores 
the program for enabling the computer to perform a part 
or all of the functions of a part or all of the mcanounit 
or devices in the contents distribution system of the 
present invention, and is readable by the computer, the 
read program being operable in cooperation with the 
computer . 
[0156] 

The "part of the mcano unit or devices" of the present 
invention means one or more mcano unit or devices among 
a plurality of mcano unit or devices. 
[0157] 

The "functions of the mcano unit or devices" of the 
present invention means all or part of the functions of 
the mcano unit or devices. 
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[0158] 

In one use form of the program of the present invention, 
the program may be stored on the storage media readable 
by the computer and operable in cooperation with the 
computer . 
[0159] 

The storage media may be a ROM or the like, and the 
transmission media may be the Internet, light, radio wave 
and audio wave. 
[0160] 

Also, the computer of the present invention described 
above is not limited to the pure hardware such as CPU, 
but may comprise firmware, OS, and peripheral devices . 
[0161] 

As described above, the configuration of the present 
invention may be implemented by software or by hardware. 

Industrial Applicability 
[0162] 

In the contents distribution system, the contents 
server, the contents receiving apparatus, the contents 
distribution method, the program and the storage media 
according to the present invention, the effect that the 
contents data in the receive range supposedby the contents 
receiving apparatus can be securely received from the 
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contents server is obtained, whereby the contents 
distribution system or the like can distribute the 
contents with the additional information based on the 
internal attribute of the contents appended. For example, 
the system is effective in the uses for access restriction 
by including the user information of the contents data 
or AV contents data in the additional information to enable . 
The standard or non-standard protocols other than the 
HTTP may be also usable. 



